Computing Center of Max-Planck-Society and
Institute of Plasmaphysics

Traffic prioritization — The way to go for QoS
In H.323 videoconferencing?

7t Annual SURA/VIDE Conference
Atlanta, USA
March 2005

K. Stoeckigt, U. Schwenn, {kfs|uhs}@rzg.mpg.de




Computing Center of Max-Planck-Society and
Institute of Plasmaphysics

Project objectives

« Ensure high quality for voice and video service
— no audio ‘hick-ups’
— no frozen/pixelated video
— lip-sync problem
« Can traffic prioritization help to overcome the quality issues?

— several method of prioritization

» |P based (global prioritization of traffic coming from one IP)
— We used IP based traffic prioritization
* ToS bit

o Differserv
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Project objectives
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— We still have problems .
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e The demand for voice/video W udpBytes Min: S14.7  Max: 7.4M Aug: 2.9M Current: 7. 4M
services increases ‘every’ day Broctamic

— ‘Big video’ is coming
— We often see packets loss on a

codec, but the network
information shows nothing (??)
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An example

» ‘Pixelated’ video, due to high packet POLYCOM
loss —
— ‘Down-speeding’ is NOT
an option

* In order that high quality
videoconference makes sense (to us)
we want at least 512kb/s

— ‘Down-framing’ is NOT an option
» 1510 20 fps is the absolute minimum
— ‘Down-scaling’ to QCIF, etc. is NOT N T _
an option ey s
* minimum is CIF, better 4CIF or 16CIF

PIP Full Screen “Adeo Only ‘

PROJECT STILL ACTIVE MCU test, Charite, 01/14/2005
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Sides, configuration and measurement

 Three sides
— Garching (IPP), Greifswald (IPP), Bremerhaven
(AWI)

— Distance between them is relatively long i
(? ‘normal delays (~ 20 ms))

— All side have a high demand for (voice) video x =
services & ©

* IPP by itself has ~ 200GB (voice) video
traffic per month
e |n 2004 ~ 11000 calls, >> 2TB data transfer
— Different bandwidth

» Garching 155Mb/s

_ A
» Greifswald, 34Mb/s
 Bremerhaven, 34Mb/s
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Sides, configuration and measurement

» All three sides used a gatekeeper/proxy to ‘proxy’ the voice
and video traffic (to bypass the firewall (? last years talk
about H.323 videoconferencing))

— all traffic from all (voice) video systems is coming from only one IP
 The border routers used the low-latency queue for the 6 IP
addresses (3 Proxies/3 IPPM measurement boxes)

 The access routers to the research network were configured
In the same way (at least we thought so)
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Sides, configuration and measurement

 Several ‘measurement’ methods were used

— Subjective impression

« fill out a form and indicate whether a problem like a hick-up
occurred or not

— ping analysis
» sudden changes of RTTs, packet loss
— Network status information of the codec

— Network measurement system developed by the University of

« OWDs, packet loss, Hop count, Jitter

Erlangen (DFN & BMBF project)
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Sides, configuration and measurement

e Subjective impression

— The technician filled out a form during a conference, indicating the
time and the problem, such as voice hick-ups, frozen images,
pixelated video, etc.

— Results where compared to other (remote) participants impression

— Results were also compared to the other measurements results at
that particular time in order to find a correlation, between a high
delay/jitter and an audio hick-up

W_
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Sides, configuration and measurement

) plng analyS|S | | Pirllg data: 1?4.94.215.:I133

188

ninRTT
naxRTT —

— Each gatekeepers also pings the | |
‘common’ codec's

— Ping data are collected and

148 -

graphs can indicate sudden
changes in the RTT which may
indicate a network problem " el

K. Stoeckigt, U. Schwenn, {kfs|uhs}@rzg.mpg.de



Computing Center of Max-Planck-Society and
Institute of Plasmaphysics

Sides, configuration and measurement

e Codec network information

— some codec's produce advanced connection information, e.g.
packet loss, audio/video delay and jitter

— The systems ‘ask’ each other how many packets they have received

» Calculate packet loss in %

— Our experience show that a permanent (over a longer period of time)
packet loss of > 1% is fatal, and is considered to be unacceptable

» Information is vital, because the streams are UDP based
— no indication of congestion, packet loss, etc.
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Sides, configuration and measurement

Participant: Ullis Tandb.MCU

Outgoing packet loss

Call Info

Call Skatus Connected, 584 kbps

(call Cubgoing 584 kbps H, 323

InfOutfis.931 Rate 584.0 kbps / 768.0 kbps [ 765.0 kbps

Mumber 00493932996301

Terminal 1D ]

Terminal Mame

Cwration 10m, 22s.

'Encr\,fpticun

Media Info IN ouTt

Audio 64,0 kbps G722 64,0 kbps G722
Dynamic Rate &4 kbps &4 kbps
Parcket Loss 408 of 30951 56 of 31039
Jitker 0 ms 0 ms
RSWP Off Off

Local Address
Remote Address
‘Wideo 520.0

134.1.5.23233

Hza3+ CIF

[vnamic Rate 467, s
Packet Loss 364 of 36075
Jitker 21 ms
RSWP OFf
Local address 134,1,5.23:2336
Remaote Ad .
Dushides Incoming packet loss
Data
| Capset

Status information, Tandberg

134.1.5,23:2554
134.1.5.200:10374
704,0 kbps H263+ CIF
13 kbps

of 16460
Oms
OFf
134.1,5,2312336
134.1.5.200:10376

Mone

A script for recording
the packet loss over
time is currently in
development.
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Sides,

configurations and measurement

* Network measurement system developed by the University of Erlangen
— Measurement box

central time synchronization of all systems (Radio signal atomic clock in
Frankfurt/Main)

Measures OWD (one way delay), Jitter, Trace routing log and Delay variation
Timeinterval 30secs < 11/16/2004, 10 secs > 11/16/2004
Measurement traffic was prioritized too

Data are used to get some data from the link between the border router of the
local network, and the access router to the research network

— e.g. Computing Center Garching ? LRZ Munich, Bremerhaven ? Oldenburg,

System mainly used by the DFN
— GEANT uses the system for the one-way delay measurement
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Sides, configuration and measurement

o Currently 49 systems

— 39 at Universities/Research ' e
institutes A -
— 3 mobile systems = 4 . "4
« Bremerhaven, Garching, Lo ' ey
Greifswald “"“"‘*r-.:—_:———d‘“"ﬂ“ e
— 4 systems measuring =t |/ ey -
international connections (border T R K L A
routers) e T
« Tel Aviv, Frankfurt/Main — - 4
GEANT T W
« Rome — GARR | — et 11
 Poznan- PSNC T Temm———
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Sides, configuration and measurement

Setup Greifswald

Radio antenna;
Direction: Atomic clock
Frankfurt/Main

## | Radio controlled clock;
2.+ | nhntp was not feasible;

delay too high; GPS
too expensive for
mobile stations

~ | software

woos N o .
HEE
- T e
" =
8 N
\ 4
l‘-'"\ 3 1

Standard Linux Box S 1
running the =
measurement
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Sides, configurations and measurement

* Router configuration (supposed configuration)

|

class-map match-all Video-Control
match access-group 101

class-map match-all Video |
match access-group 100

interface Serial0/0/0
service-policy output VoIP

access-list 100 permit ip 134.1.5.0 0.0.0.255 any precedence critical
access-list 100 permit ip 134.1.5.0 0.0.0.255 any dscp ef
access-list 101 permitip 134.1.5.0 0.0.0.255 any precedence flash

policy-map VoIP : access-list 101 permit ip 134.1.5.0 0.0.0.255 any dscp af31
class Video !

priority percent 10
class Video-Control

bandwidth 400 Due to wrong router config, priority was not
class class-default available at all sides!! ® ? Tests need to be
fair-queue repeated (setup is currently discussed)

W_
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Results so far

 We haven’t seen any improvements yet
— due to different configurations of the access router in the Institutes
— not enough calls between all sides (Holidays, mid-November to XMas)

» Test duration was too short (Prioritization was used for 4 weeks only)
— current results are interpreted right now, and it is discussed how to interpret
them

* ‘No improvement’ is not very satisfying and certainly UNEXPECTED,
however we saw that codec information can not necessarily compared to
network data. It seems delayed packets are also counted as packet loss
on the codec. We saw packet loss on the codec, but the network data

gave no indication.
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Results so far

Steve Kapinos, Tandberg USA, Mail 03/16/2005 to Megaconference mailinglist

“I.J] 1'f the TANDBERG systemis show ng packet |oss on the call
status screen, then | suggest you | ook at the network between
t he devices and the physical interfaces of the devices.

Packet | oss can be caused by corruption, dropped packets,
packets too far out of order, or packets with too

much jitter.[.] °

 We have not seen any problems on the network, even

thought the codec indicates packet loss of 1-3%

K. Stoeckigt, U. Schwenn, {kfs|uhs}@rzg.mpg.de



Computing Center of Max-Planck-Society and

Institute of Plasmaphysics

Results so far

* Prioritized traffic, 11/25/2004
(Mobile 2 (Greifswald) ? Mobile
4 (Garching))

— High packet loss and increasing
delays during the evening
between Greifswald and Rostock

 100% usage of 34MBit/s

— caused by backup from
Greifswald to Garching

— ‘Normal’ ? occurs only at night
times

Lost Packets
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Results so far

* Prioritized traffic, 11/25/2004
- - c) - OWD from Mobkil 2 to Garching DFH
Mobile 2 (Greifswald) ? Mobile
. T T T T T T T
4 (Garching)) oo | | ]
L —
40 M T i -
- e ui
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Results so far

* Prioritized traffic, 11/25/2004
(Mobile 4 (Garching) ? Mobile 2
(Greifswald))

— Results good so far

— Two times high delays of
>120ms between Rostock and
Mobile 2 (lasts for ~ 5 minutes)

» Indicates congestion on the not-
prioritized path

» A videoconference should not
suffer

Delay tms2

aUD from Rostock DFH +o Mokil 2
(2Ead4-11-25)
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Results so far

* Prioritized traffic, 11/25/2004
(Mobile 3 (Bremerhaven) ?
Mobile 4 (Garching))

— Continuous packet loss between
9am and 6pm
— Problem could not be found ®

e (Even the NOC had no
explanation)

» Audio/Video problems occurred
during a videoconference

Lost Packets
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Conclusion

* Results so far are unsatisfying and UNEXPECTED BUT MAYBE WE HAVE TOO
MUCH BANDWIDTH THAT TRAFFIC PRIORITIZATION IS NOT NEEDED
(RIGHT NOW)??7?

 We need better measurement/monitor tools, especially dedicated tools for
voice/video traffic

— snmp reader is currently developed (in order to get the loss information out of the
codec via snmp requests)

* We still believe that traffic prioritization is the way to go

— An example is AARNets VolPMonitor (http://lattice.act.aarnet.net.au/VolPMonitor/)

» Voice/Video traffic should be prioritized even if the links
are underutilized right now
 We have to repeat the test
— This time with a different setup
— Longer time period
— Results will be available at http://www.rzg.mpg.de/vc/projects/

W_
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